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Ministerial Draft
Draft Second Act amending the Telemedia Act
A. Problem and objective
The ever-widening spread of digitalisation is accompanied by increased need for public access to the internet using wireless local area networks (WLAN). The availability of the internet via WLAN has now generally become a prerequisite in hotels and increasingly also in inner cities, cafés, airports and waiting areas. This is far less widespread in Germany than in many other countries (cf. survey by eco – Verband der deutschen Internetwirtschaft eV, which can be viewed at: https://www.eco.de/wp-content/blogs.dir/eco-microresearch_verbreitung-und-nutzung-von-wlan1.pdf, dated: December 2014). One reason for this is that potential operators providing WLAN internet access have been made uncertain because of the liability risks arising as a result of the unclarified legal position. The question of the extent to which an operator providing WLAN internet access must be held liable for rights violations through its users has not as yet been clarified in law; case-law pronouncements by supreme courts exist in isolated cases only. Accordingly the provisions of the Telemedia Act (Telemediengesetz, TMG), which restrict the responsibility of service providers for third-party information, do not exclude claims on these operators for the removal or omission of rights violations based on strict liability in accordance with general regulations (referred to as liability for interference). The risk of a warning to desist therefore rests in particular with the WLAN operator, for which reason it is especially those smaller enterprises such as cafés or hotels which in spite of the associated competitive disadvantage often decide not to provide WLAN internet access and so do without potential customers.
The present draft Act is targeted at creating the necessary legal certainty in questions of liability for WLAN operators in order by this means to achieve greater WLAN coverage in Germany.
There is another problem in that it is now easier and there is greater scope to violate intellectual property rights with the aid of the internet. Host providers whose business model is largely established on such rights violations are therefore no longer to be able to rely on the liability privilege under § 10 TMG in certain circumstances.
The aim of the draft Act is also to clarify this.
B. Solution
WLAN operators’ liability for rights violations by their users is to be specified in more detail in the TMG. This involves on the one hand clarifying that such operators are access providers within the meaning of § 8 TMG. It also has to be clarified that the liability as a so-called “interferor” [“Störer,” the party causing interference] should not be considered for WLAN operators if they have fulfilled certain duties of care.
Also the Act is to include that host providers whose business model is essentially built on the infringement of copyright are not to be able to rely on the liability privilege that they enjoy in accordance with § 10 TMG.
C. Alternatives
None.
D. Budget tasks without implementation cost
None.
E. Compliance costs
E.1 Compliance cost for citizens
None.
E.2 Compliance cost for the economy
None.
Thereof costs of bureaucracy resulting from information obligations:
None.
E.3 Compliance cost for administration
None.
F. Other costs
WLAN will be offered more frequently as a result of the legal certainty which is provided. At the same time the costs of mobile internet use for internet users should tend to decrease as a result of the additional supply and for WLAN operators the costs should tend to decrease as a result of the decline in the need for advice in the case of warnings to desist. Other costs to the economy or social security systems, and effects on individual prices and price levels, particularly the consumer price level, are not anticipated.
Draft Second Act amending the Telemedia Act
)
Dated ...
The Bundestag has adopted the following Act:
The Telemedia Act of 26 February 2007 (BGBl. [Federal Law Gazette] I p. 179), last amended by Article 2(16) of the Act of 1 April 2015 (BGBl. I p. 434) is amended as follows:
1. After § 2 sentence 1 number 2 the following number 2a is added:
“2a. a wireless local area network is a wireless access system with low performance and low range and a low risk of interference for other systems of this nature installed by other users in direct proximity which uses non-exclusive basic frequencies,”.
2. § 2a is to read as follows:
“§ 2a European country of domicile
)
(1) Within the scope of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the single market (OJ L 178 of 17.7.2000, p. 1) the country of domicile of the service provider is determined according to where this service provider actually conducts its business. This is the place at which the service provider’s activities are centred with regard to a particular telemedia offering.
(2) In derogation of paragraph 1, within the scope of Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination of certain provisions laid down by law, regulation or administrative action in Member States concerning the provision of audiovisual media services (OJ L 95 of 15.4.2010, p. 1) Germany is deemed to be the service provider’s country of domicile in the case of audiovisual media services on demand when
1. the head office is located in Germany and the editorial decisions concerning the audiovisual media service are taken there,
2. the head office is located in Germany and the editorial decisions concerning the audiovisual media service are taken in a different Member State of the European Union, but
a) a significant portion of the personnel dealing with the provision of the audiovisual media service is employed in Germany,
b) a significant portion of the personnel dealing with the provision of the audiovisual media service is employed both in Germany and in the other Member State, or
c) a significant portion of the personnel dealing with the provision of the audiovisual media service is employed neither in Germany nor in the other Member State, but the service provider first started its activities in Germany and a permanent, real link to the German economy prevails, or
3. the head office is situated in Germany and the editorial decisions concerning the audiovisual media service are taken in a non-EU state, or vice versa, but a significant portion of the personnel dealing with the provision of the audiovisual media service is employed in Germany.
(3) For providers of audiovisual media services not already subject to the jurisdiction of Germany or of another Member State of the European Union because of their business establishment, Germany is the country of domicile when they
4. use a satellite ground station located in Germany for the uplink or
5. although they do not use a satellite ground station in a Member State of the European Union for the uplink, they do use transmission capacity from a satellite allocated to Germany.
If neither of these two criteria apply, Germany is also deemed to be the country of domicile for service providers which are established in Germany in accordance with Articles 49 to 55 of the Treaty on the Functioning of the European Union.”
3. The following paragraphs 3 and 4 are added to § 8:
“(3) Paragraphs 1 and 2 also apply to service providers as in paragraph 1 which provide users with internet access via a wireless local area network.
(4) Service providers as in paragraph 3 cannot be claimed on for removal or omission owing to an unlawful act by a user if they have taken reasonable measures to prevent rights violations by users. This is the case particularly if the service provider
6. has taken appropriate security measures against unauthorised access of the wireless local area network and
7. access to the internet is only granted to users who have declared not to be committing any rights violations in the context of the use.”
4. § 10 is amended as follows:
a)
Sentences 1 and 2 become paragraph 1.
b)
The following paragraph 2 is added:
“(2) There is assumed to be knowledge of facts or circumstances as in paragraph 1 from which the unlawful act or information becomes apparent if the service offered is a service involving particular risks. A service involving particular risks is present, as a rule, when
8. the storage or use of the major proportion of the stored information takes place unlawfully,
9. the service provider intentionally encourages the risk of unlawful use by its own actions,
10. advertising slots instigated by the service provider are presented using the attraction of inability to prosecute in the event of rights infringements or
11. there is no possibility of having unlawful content removed by the authorised party.”
Article 2
This Act comes into force on the day after promulgation.
Statement of reasons
A. General part
The coalition parties of CDU, CSU and SPD reached an understanding in their coalition agreement for the 18th legislative period entitled “Shaping the Future of Germany” [“Deutschlands Zukunft gestalten”] on establishing the preconditions for more WLAN offerings in German towns and cities. The aim is to make mobile internet available to everyone there via WLAN. With the present draft Act the Federal Government is creating the legal basis for the use of open networks and of the operators which provide internet access via WLAN. Specifically, these WLAN operators are given the urgently needed legal security through a “clarification of the regulations on liability (similarly to access providers)” (pp. 10 and 48 of the coalition agreement).
In order also to be able to exclude liability as an “interferor,” the draft Act also codifies that there can be no claim against WLAN operators for removal or omission provided they have taken reasonable measures to prevent rights violations by users. The following listing by way of example of reasonable measures provides additional legal security for potential WLAN operators.
The coalition agreement further agrees that operators of platforms whose business model is largely based on the infringement of copyright should not be able to rely on the liability privilege for host providers (p. 133 of the coalition agreement). The draft Act also makes this clear.
After all, legal uncertainty has prevailed up to now as to whether the criteria of Article 2(3) of the Audiovisual Media Services Directive (Directive 89/552/EEC as amended by Directive 2010/13/EU) achieved adequate application in order to determine jurisdiction under German law.
I. Objective and necessity of the provisions
The distribution of public hotspots is less prevalent in Germany than in other countries. The reason for this is the liability risk to which the business operations and institutions open to the public – e.g. cafés, restaurants, hotels, retailers or also tourist information, Council offices and medical practices – are exposed, since customers or guests could commit rights violations (e.g breaches of copyright) through their hotspot. It is actually unclear whether operators of WLAN connections which grant other users access are access providers as defined in § 8 TMG. On the other hand, it is also open as to which obligations they have to fulfil so as not to be open as “interferors” to claims to refrain or remove the interference.
With the present draft Act it is intended to increase the spread of WLAN internet access in the public domain. Almost all areas of life are now characterised or supported by the internet and electronic communications. Digital business models are undergoing an economic boom; above all the younger people are making use of the internet for keeping up their social contacts. The expectation is for everyone, if possible, to be able to be reached at any time, not just at home but everywhere. Accordingly, consumers want to be able to get information and communicate quickly on the internet, at any time and in any place, when out in public or in order to bridge waiting times. The availability of a fast internet service creating the greatest possible flexibility is playing an ever greater role not only for the choice of a hotel for a business or holiday trip. In order to meet these expectations of citizens and enhance the attractiveness of Germany in an international context, this draft Act is aiming for broader availability of public hotspots in Germany. In 2018, the Federal Government will evaluate whether the draft Act’s objective has been achieved; it will report to the German Bundestag on the outcome. Currently WLAN operators are in danger of being confronted by the holders of rights, particularly in the case of copyright warnings. These are supported inter alia by a ruling of the Federal Court of Justice in 2010 (BGH ruling of 12.05.2010, ref. I ZR 121/08, “Sommer unseres Lebens”) based on which an end-user is responsible as the interferor for rights violations by third parties if this party does not secure his WLAN access against use by third parties. The ruling relates to the case of the holder of a private WLAN connection. There has been no supreme court clarification, and consequently it is debatable whether other private and commercial WLAN operators are subject to similar protection obligations. It has also not been decided whether and under which circumstances the operator of a WLAN can also be claimed against as an interferor if it passed on the access code for a secure WLAN to a particular user. All this has resulted in great uncertainty among the operators of WLAN, with the result that entirely different precautions are taken by WLAN operators or – very often – they dispense entirely with the provision of a WLAN for fear of the legal consequences.
An amendment to § 2a TMG removes the previous legal insecurity which existed concerning an adequately binding implementation of the “catch-all” element for audiovisual media services provided on demand as defined in Directive 89/552/EEC as amended by Directive 2010/13/EU.
Finally it was also agreed in the coalition agreement that platforms whose business model is largely built up on the infringement of copyright are no longer to be able to rely on the liability privilege that they enjoy as so-called “host providers” (§ 10 TMG). Implementing the requirement will necessitate observation of the requirements of European law. Under Art. 14(1)(a) of Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the single market (“Directive on Electronic Commerce”) the host provider is not held liable for the information stored on behalf of a user as long as it does not have “any actual knowledge” of the rights violation. According to the draft Act, awareness must be assumed in particular if the business model is built up very largely on the infringement of copyright, for example, which even today should be the case in an interpretation of the applicable law. The draft Act has the aim of establishing this unambiguously.
II. Material content of the draft
The Act clarifies that WLAN operators are access providers as defined in § 8 TMG. This does not result in any changes in the existing legal position for service providers which offer access to a communications network in accordance with the TKG (Telekommunikationsgesetz, Telecommunications Act). The obligations on these service providers resulting from the TKG continue to apply.
In addition, the principle which has already been developed in case-law is codified that holders of WLAN connections are not to be held liable as interferors if they have fulfilled reasonable obligations in order to prevent rights violations. The Act serves to specify the requirements placed on service providers which provide access to the internet via WLAN, irrespective of whether this is for commercial purposes. If the provisions of the Act are obeyed, it is assumed that the WLAN operator has taken the precautions which are reasonable for them in order to prevent third parties from violating rights. In such cases he will not be held liable as the interferor for omission or removal and can also not be warned to desist. The stipulations mentioned in the Act can generally be fulfilled by WLAN operators. However, this does not exclude operators, in certain cases, from also being able to carry out their obligations through other reasonable means.
The Act also cites various situations in which it can be assumed that the host provider will be aware of an unlawful act.
III. Alternatives
None.
IV. Legislative competence
The legislative competence of the Federation to amend the Act is given with respect to the service providers acting commercially and also for the TMG from Article 74 paragraph 1 number 11 of the Basic Law – business law – (cf. also the statements on this in Bundestag-Drucksache [BT-Drs.] 16/3078, p. 19). The requirements of the TMG are directed in particular at services which are offered in connection with business activities. The new provisions applicable across borders as proposed in this draft Act in the field of providers’ responsibility have particular significance for Germany as a business centre. Therefore their promulgation is in the national interest.
With regard to private service providers, legislative competence results from Article 73(9) (intellectual property rights, copyright) and Article 74(1) (civil and criminal law).
V. Compatibility with European Union law and international treaties
The provisions of the E-Commerce Directive (Directive 2000/31/EC) must be observed. These provisions only refine the existing provisions of the TMG as well as the principles of liability for interference developed by case-law and are thus in compliance with the E-Commerce Directive.
The notification procedure in accordance with Directive 98/48/EC of the European Parliament and of the Council of 20 July 1998 amending Directive 98/34/EC laying down a procedure for the provision of information in the field of technical standards and regulations (extended Transparency Directive) has been followed.
VI. Regulatory impacts
1. Legal and administrative simplification
The provisions on application of the liability privilege and the conditions for excluding liability for interference result in a refinement of the existing legal arrangements and so create legal certainty for the operators of WLAN.
Directive 89/552/EEC is implemented as amended in Directive 2010/13/EU through the clarification of the European country of domicile in the case of audiovisual media services on demand.
It is also made clear that in certain instances defined precisely in the Act it may be assumed that host providers are aware of unlawful activities. Both regulations result in more clarity of the law. The availability of WLAN in the public domain is much increased, particularly in the case of WLAN. It is made simpler to take proceedings against host providers whose business model is largely based on infringing copyright.
2. Budgetary expenses without a compliance cost
The Act has no impact on the budgets of the Federation, federal states or municipalities.
3. Compliance cost
The draft Act creates legal certainty in the context of the existing legislation. No new obligations are created, and only the existing obligations are rendered more precise. Therefore there is no cost of compliance for citizens, the economy or the Federation, federal states or municipalities.
No bureaucracy costs arise as a result of notification obligations.
4. Other costs
The new legal provisions are designed to enhance legal certainty in the area of internet liability. Additional financial burdens on the economy and public budgets and adverse effects on price levels, particularly the consumer price levels, are not expected.
B. Specific part
No 1
§ 2 sentence 1 number 2a:
The definition is oriented to Article 2(10) of the proposal for a regulation of the European Parliament and of the Council laying down measures concerning the European single market for electronic communications and to achieve a Connected Continent, and amending Directives 2002/20/EC and 2002/22/EC, and Regulations (EC) No 1211/2009 and (EU) No 531/2012 (COM(2013) 627 final) [curr.].
No 2
§ 2a TMG
In case a service provider exerts effective control over its audiovisual media service in another Member State and a significant portion of the personnel employed in its provision is located in both Member States, the Audiovisual Media Services Directive (AVMD-RL) stipulates placing the service provider under the jurisdiction of the Member State in which the principal business establishment is located (sentence 2 of Article 2(3) AVMD-RL). This arrangement was not sufficiently clear in the previous TMG. Conversely, in the event that the principal business establishment and the decision-making are also based in different Member States, but there is no significant proportion of the personnel in either of them, for determining the jurisdiction the Directive refers to the Member State where the broadcasting activities initially took place, provided a permanent and actual connection to its economy continues to exist. In contrast, sentence 2 of § 2a(2)(b) TMG has so far focused on the location of the principal business establishment for determining jurisdiction. This is to be corrected by the present amendment.
No 3
§ 8 paragraph 3 TMG:
There has up to now been legal uncertainty as to whether the operators of WLAN networks are able to rely on the liability privilege in accordance with § 8. Paragraph 3 clarifies this. Accordingly, service providers offering access for the use of their wireless local area network constitute access providers within the meaning of § 8 TMG. Therefore the provisions of § 8 TMG apply to them. WLAN operators thus are given legal certainty that they are neither obligated to provide compensation nor are held responsible under penal law for rights violations by their users, customers, etc.
§ 8 paragraph 4 TMG:
§ 8(3) TMG does not immediately exempt the operator of a wireless local area network from its liability as a so-called “interferor.” Anyone can be a liable “interferor” under this case-law who intentionally and sufficiently causally contributes in any way to the infringement of a protected right if he has violated reasonable checking obligations. This liability is directed at omission, but not at compensation (Federal Court of Justice, judgement of 15.5.2010, ref. I ZR 121/08 – “Sommer unseres Lebens,” published in BGHZ 185, 330). Sentence 1 of § 8(4) TMG codifies in this sense that all service providers, irrespective of whether they provide their WLAN for commercial purposes, in the private domain or as a public facility, cannot in principle be claimed on as an “interferor” if they have taken reasonable measures to prevent a rights violation by users.
The question of which obligations are reasonable for the operators of WLAN access in this connection has occupied the courts in numerous cases, and also the Federal Court of Justice several times. Although the courts have defined certain groups of cases and have clearly restricted liability in some cases, adequate legal certainty has not yet been provided. A continuation of this legal uncertainty would still dissuade potential operators of internet access via WLAN because of the liability risk from providing their customers with such access. In addition to clarifying the liability privilege, the draft Act therefore, in sentence 2, also specifies in more detail the requirements under which these access providers can be assumed to have fulfilled their reasonable obligations in order to prevent the abuse of the internet access. The previous principles developed in case-law are taken and further developed by way of examples in order to create legal certainty as extensively as possible. The principles developed in case-law for private holders of WLAN connections are to apply equally to all other operators of WLAN. This does not exclude taking other reasonable measures in addition, by means of which not least the permanent application of the provision in the progressive technological change process will be secured.
It can be assumed specifically that WLAN operators have fulfilled the obligations reasonably to be expected of them when they:
1. Have taken appropriate security measures against unauthorised access of the wireless local area network.
The first requirement for exemption from liability for interference is that the WLAN operator secures his network in a technically appropriate form from access by unauthorised parties. This is reasonable to expect from a service provider who offers access to the internet through the WLAN, because otherwise he creates a potential source of risk that unlawful actions will be committed. Particularly in view of the increased in cyber-criminality, this also ties in with the operator’s own interests. In this way it is guaranteed that his data and those of the WLAN users will be secured as much as possible from access by unauthorised parties. The appropriate security measure may be defined in the sense of the required technological neutrality of the operators. For this, the encryption of the router comes into consideration in particular, which in many cases has already been provided for by the manufacturer, as is currently seen in the form of the WPA2 standard. However, it would also be possible to have voluntary registration by users.
2. Only grant internet access to users who have declared not to commit any rights violations in the context of the use.
The service provider can also be expected to ensure that the user is only granted access to the internet if he has consented to the condition not to commit any unlawful acts via it. This can take place on handing over WLAN access by means of terms of use to which the user must specifically agree before opening the WLAN connection, if possible by ticking a box. However, the Act does not stipulate anything in this case, so that for example consent can also be given by agreeing to the published terms and conditions, from which the terms of use result. As a rule, the service provider shall give the user access to the internet by notifying them of a password. This may take the form of publishing on the home page or menu or be notified to the user by other means. It is also possible to set up an entry page on which only the terms of use appear and are accepted by a click.
No 4
§ 10 TMG:
Service providers are in principle not responsible for external information saved for a user as long as they are not aware of the unlawful action or information. In the case of claims for damages this only applies if they do not know of any facts or circumstances from which the unlawful action or information becomes apparent. In the case of certain services whose business model is based on the infringement of intellectual property rights, it may be assumed, based on general experience of life, that the service provider will be sufficiently aware of many facts and items of information from which the unlawful action or information becomes apparent. Case-law now refers to these services as “services involving particular risk” [“gefahrgeneigte Dienste”]. In order to obtain more legal certainty and clarity, the law, following this, enumerates case situations in which the assumption can be made of a service involving particular risk. By this means the Federal Government takes account of the fact that in the case of copyright infringements on the internet for the copyright holder concerned to take action against service providers whose business models are largely based on rights violations, is in many cases difficult, if not impossible. Specifically the following situations may be assumed to comprise a service involving particular risk:
1. If the storage or use of a very large proportion of the stored information is done unlawfully.
If predominantly information with unlawful content is stored or the major proportion of the stored information is used in an unlawful manner, general experience argues that the service provider will also know about this. Not the absolute amount of unlawful content but the relative proportion of unlawful content is crucial in this case. If it comprises well over 50 % of the stored information, it may be assumed that this has not remained hidden from the service provider.
2. If the service provider intentionally encourages the risk of unlawful use by its own actions.
If the service provider specifically encourages the risk of unlawful use, awareness can also be assumed. Within the meaning of the rulings of the Federal Court of Justice, this may be assumed for instance if the service provider, other than in the field of “cloud computing,” does not charge a fee for providing storage space, but his income is dependent on the frequency of downloads of the uploaded (unlawful) files (judgement of 15.8.2013, ref. I ZR 80/12, “File-Hosting-Dienst” and/or “Rapidshare”). It is not sufficient if measures only also encourage the risk of an infringing action. A business model which exists simply in the offering of a cloud also does not encourage the risk of a use which infringes rights.
3. In advertising spots instigated by the service provider the non-traceability in the case of rights violations is advertised.
If advertising by the service provider specifically points out that the offering is designed so that no prosecution is threatened even in the case of rights violations, it can also be assumed that the service provider is aware that his service is being used to a considerable extent for unlawful activities.
4. If there is no possibility of having unlawful content removed by the authorised party.
Service providers are obliged to remove unlawful content as soon as they gain knowledge of it. The authorised person, e.g. a holder of rights, must therefore have the possibility of notifying the service provider of this and the service provider must then have the possibility of removing the content. If these possibilities are not provided, it can therefore be assumed that the service provider intends to avoid these obligations. This also leads to the conclusion that he is aware of the unlawfulness of the information.
� )	Notified in accordance with Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying down a procedure for the provision of information in the field of technical standards and regulations and on rules on information society services (OJ L 204 of 21.7.1998, p. 37), last amended by Article 26(2) of Regulation (EU) No 1025/2012 of the European Parliament and of the Council of 25 October 2012 (OJ L 316 of 14.11.2012, p. 12).


� )	§ 2a serves to implement Directive 2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the coordination of certain provisions laid down by law, regulation or administrative action in Member States concerning the provision of audiovisual media services (Audiovisual Media Services Directive), OJ L95 of 15.4.2010, p. 1.





